Since the 1990s, our world has stepped into the computer age, and today, we are exactly at the stage of further development in this background. Due to the support of computer technology, the communication network technology has a significant development result, thus offering more convenience to our daily communication and information transfer. However, this kind of technology presents a great challenge to protect information security in the field of computer as well.
W w  represents the secret information; C c  represents the carrier information.
The core content of the communication model of the steganographic system is the steganalysis algorithm. Sun Yifeng, et al. (2010) adopted the modeling carrier in the Gauss-Markov process to solve the divergence of the spread spectrum steganographic system [1] ; Xiling, et al. (2012) proposed a kind of Gaussian mixture model analysis method based on the natural images [2] ; Ouyangchun Juan, et al. (2012) researched the uncertainty of changes in a variety of statistical features caused by the image steganography and introduced the vague set similarity measure into the security evaluation for the steganographic system [3] ; Xu Changyong, et al. (2010) researched the video steganography based on spatial-temporal correlation [4] ; Xu Lei, et al. (2010) pointed out the steganalysis method of direct sequence spread spectrum audio based on time-frequency domain feature for data hiding method of various transform domains, with an average detection accuracy rate of over 90% [5] ; Qi Ke, et al. (2013) proposed that the method of common use based on noise model and channels integration is the image steganalysis algorithm [6] ; Zhou Hongzhi, et al. (2014) proposed a kind of video steganalysis with refined identification of temporal and spatial characteristics [7] ; Zhong Weidong, et al. (2012) proposed a kind of real-time video steganalysis method based on temporal and spatial redundancy of the video [8] . However, after the introduction of these algorithms, there are certain difficulties in the practical application, and there is a need to carry out further research and adopt the spread spectrum steganalysis based on the Markov chain model to avoid the difficulty in the actual operation to a certain extent. On this basis, this paper explores the application of the high-order Markov model in the spread spectrum steganalysis of digital image, so as to verify the scientific nature of the algorithm through theoretical analysis and characterization of experimental result.
ESTABLISHMENT OF HOMM BASED ON CI
In the description of the dynamic random phenomenon, the Markov model is a very good application tool, and it achieves a considerable achievement in the field of practical application [9] . The object of steganalysis is the secret information in the carrier, but the loading of the secret information is mostly for the sake of safety. The steganalysis process is a means to crack the security and easy to know that the key to steganalysis is to seek for the secret information and analyze the secret information, but the secret information is unknown in the digital image, and exploring whether the image contains the secret information is a random process. Therefore, in the steganalysis, it is very necessary to select a statistical model which is suitable to describe the random process to design the steganography algo-rithm. This paper describes this random process through establishment of HOMM. 
Theory of high-order Markov chain model
The first-order Markov process is a special case of HOMM. The idea of describing the data feature is that the current state is only related to its previous state but unrelated to all previous states of its previous state, that is, the future state is only related to the current state. This is a non-after-effect feature of the first-order Markov process. The right end of the Formula (1) represents the transition probability distribution of Markov processes. The core idea of HOMM is that the future state may be related to any one or several states in the past, that is, the future state is affected by the state in the past. This is also an extension application of the first-order Markov model. Pegram (1975) proposed the high-order professional introduction matrix model, which is used to achieve the state transition [10] .
represents the state space, and the form is the high-order transition probability matrix Q shown in the Formula (3): The Formula (3) shows a large number of parameter estimation contained in the transition matrix. This feature hinders the further application of the model to a certain extent. On this basis, Raftery (1985) gave a hypothesis that the n-order transition probability has a linear regression relation according to the relation between the future state variables of the high-order feature and one or several states in the past, and this hypothesis aimed at constructing HOMM which contains rare parameters [11] .
represents a random process. If any one state such as
is called as a mixture transition distribution HOMM.
In the Formula (4) is 1,
Security index
The current popular steganographic security index is the ε-secure index [12] . This index is designed by using the hypothesis testing as the theoretical basis. Assuming that the pixel value x is a random variable in the independent distribution   i.i.d. , the value range of x is the set G, and 
When 0  D , the steganographic system is absolutely secure; when   D , the steganographic system is  -secure. The ε-secure security index is limited by the model assumptions and lack of gasping rules in the random process [13] , so the ε-secure index is used for the security detection of the steganographic system and underestimation of the carrier information relativity to a certain extent, so that the security value is higher than the actual secure value [14] .
In order to avoid shortcomings of the ε-secure security index in the application process, the focused research is carried out by a large number of related scholars. Sullivan, et al. [15] made a further improvement in the Markov Random Field (MRF) and pointed out the concept of the security detection index of Markov Chai (MC) Model. HOMM constructed in this paper is also designed by the inspiration of this security detection index.
Assuming that j i, is the image pixel value. 
can provide property difference measure of the inherent statistical distribution for OI and CI. The statistical measure of the first-order Markov model of DI steganography contains a certain amount of carrier-related information and focuses on the carrier's second-order statistical distribution characteristics, so the statistical measure has a more precise characterization capability compared with the conventional
, has a certain advantage, but it has many relevant information lost in the security evaluation of the steganographic system. Therefore, this paper introduces the higher-order Markov model, so as to provide a more accurate model for the research of the spread spectrum steganography of the digital image.
Construction of digital image HOMM
This paper illustrates the construction method of DI HOMM and its empirical matrix with the gray scale image A . First, the space domain pixel of A is scanned in a certain way, so as to obtain the n-order Markov chain 
Definition:
which represents the number of times. The number of times refers to the number of times calculated by the acting matrix required in transferring the original state data to (n+1) state data. That is, for the number of times in X when
, the empirical matrix of X is shown in the Formula (7):
In the Formula (7),
represents a ratio of the gray-scale pixel value in X to a total number of conversion times in the process of successively transferring the original value to 1  n i pixel value through n number of pixel value. Such ratio can be an effective estimation of the joint distribution probability in X . Figure 2 , it is the second-order Markov model of binary image, thus clarifying the construction method of DI HOMM and its empirical matrix. In Figure 2 , the binary image is scanned by the column, so as to obtain the data chain 001011100  X . Assuming that the data chain 
As shown in
According to the formula, the value of (0, 0, 0) for its subscript of each element value in X M 2 2 2   is 0; value of (0, 0, 0) is 1/7; value of (0,1,0) is 1/7; value of (0,1,1) is 1/7; value of (1,0,0) is 1/7; value of (1,0,1) is 1/7; value of (1,1,0) is 1/7; value of (1,1,1) is 1/7 value. These values are elements in the empirical matrix in Figure 2 .
SPREAD SPECTRUM STEGANALYSIS BASED ON THE IMAGE HOMM
Cox [16] first proposed a kind of digital watermark embedding method, and then Marvel [17] proposed the spread spectrum image steganography (SSIS) algorithm. With the application of SSIS, Fridrich, et al. [18] put forward a kind of random modulation steganography algorithm, which was also an improvement in SSIS. The steganography algorithm of SSIS is a very important embedding way, which is very necessary to research. This chapter researches the steganalysis method for the spread spectrum image by using DI HOMM. The statistical measure of HOMM of the
, is used to characterize the measure of steganography on the impact of the carrier high-order statistical distribution, which is calculated as Formula (8):
In the Formula (8), i p represents the probability of pixel value in the image. After steganography, OI empirical matrix may generate action of diffusion around the leading diagonal. This paper carries out the dimension reduction process for CI HOMM empirical matrix by using such an action, so as to achieve a quicker calculation. This paper discusses the second-order Markov model with DI of 8-bit grayscale image. The steps of SSIS algorithm based on the high-order Markov model are as follows: Part 1. Steps of classifier training:
Step 1. To make a large number of OI as the training set, and randomly divide these training sets into two groups by using the classifier, the sample size of the training set in any group is N/2. To select one group as CI and another group as OI, N = 1000.
Step 2. For each image in the training sample set, the method shown in Figure 2 is used to construct the second-order Markov empirical matrix of the image, so as to obtain the feature vector of each image with its dimension of 374.
Step 3. The feature vector of all images in the training sample set is trained in the support vector machine (SVM), so as to finally get the trained SVM classifier.
Part 2. Steps of detection after training:
Step 1. The method shown in Figure 2 is used to construct the second-order Markov empirical matrix of the image to be analyzed, so as to obtain the feature vector of the image to be analyzed.
Step 2. SVM classifier after training is used to analyze the feature vector of the image to be analyzed, and finally acquire whether the image is a classification decision of SSIS steganography CI.
ANALYSIS OF EXPERIMENTAL RESULTS
Image source: The experiment adopts 1,338 uncompressed images and 662 uncompressed images acquired by scanning in UCID.V2 image library [19] as the training image library and the testing image library of the classification analysis.
Model selection: Taking the second-order Markov model with 8-bit grayscale carrier image as an example, the experiment is carried out.
Experiment purpose: At first, we introduce the space domain pixel of the image and the additive and multiplicative SSIS steganography of the partitioning DCT coefficient, and the experiment of the steganalysis of four kinds of steganography algorithm. Then we compare the aforementioned condition with SSIS steganalysis based on the first-order Markov model, so as to demonstrate the superiority of HOMM.
Experiment process:
(1) To randomly and evenly group the training sample sets, a total of sample size is 2,000, so the grouping result is 1,000 CI sets and 1,000 OI sets.
( To ensure the accuracy of the experiment, the experiment carries out average acquisition of 50 times of repeated experiment results. Its acquisition situation is shown in Table 1 and Figure 3 : In Figure 3 , 1-MC represents the first-order Markov model, and 2-MC represents the second-order Markov model. As can be seen from Table 1 and Figure 3 , for the additive SSIS steganography of the image space domain pixel and the transform domain coefficient, the analysis accuracy rate of the spread spectrum steganalysis based on the image HOMM is increased with the increase of the model order. In view of the second-order and first-order experimental results, the former analysis accuracy rate has a more significant improvement than the latter one with an increase of 2%, and False Positive shows a significant declining trend. For the multiplicative SSIS steganography of the space domain pixel and the multiplicative SSIS steganography of the transform domain coefficient, their analysis accuracy rate has a rising trend with the increase of the model order, which is shown in the second-order and first-order experimental results, and False Positive is greatly reduced.
CONCLUSION
Based on the research of HOMM theory and the security index of DI steganography Markov chain, this paper constructs DI HOMM, focuses on the research of the spread spectrum steganalysis based on the image HOMM, carries out experiment by taking the second-order Markov model with 8-bit grayscale carrier image as an example, and analyzes a ROC curve of the embedding method and the additive SSIS steganography and multiplicative SSIS steganalysis of DCT coefficients and space domain pixels with following conclusions:
1) The high-order Markov statistical distribution model of the digital image steganography is proposed to construct HOMM and its empirical matrix by using a canning mode of Hilbert space-filling curve.
2) HOMM based on the carrier image has a superior applicability in analysis of SSIS steganalysis, presenting a rising trend of accuracy rate and declining trend of false positive with the increase of the model order.
In conclusion, the program of SSIS steganalysis based on HOMM not only has advantages in the computational accuracy and computation speed, but also is simple and easy to operate, which can be promoted in the operation of the relevant technical staff.
